


Who am i?

Giovanni Dominoni

SDN e Infrastructure Architect / Value Transformation Services
vMUG ltalia Board Member

IT Academy Lead Instructor Corsi VCP-DCV / EforHum.it
Blog personale: www.giovannidominoni.it

vimware g vimware
VEXPERT VEXPERT

NSX 2023 PRO 2023



http://www.giovannidominoni.it/

Agenda

* Customer Use Case
* NSX Customer Environments Overview
e Zero Trust Security Model
* Security via TAGs
e Communication outside NSX
* Environment and Rule Automation
* Important Security Desigh consideration
* Future NSX enhacements




Customer Use case

SECURITY WITH CENTRALIZED

FIREWALL / LEGACY MODEL
« Security Zone based on

SECURITY WITH DFW /
MICROSEGMENTATION
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« No lateral movement protection ecurity S, Zero Trust
- Partial Automation, High Manual * Network agnostic

Operational load * Preventing Lateral Movements
* Full Automation, Low to Zero
Operational load
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NSX Environment Overview

Private Cloud Environment
using both Overlay Networks
and DFW with automatic VM
deployment (VRA), Rule
creation via Custom
Automation >3000 VMs

This environment was

Migrated from NSX-V to NSX-T I
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Private-Cloud NSX-T

New Greenfield Environment NSX-I
T 3.2 using SECURITY ONLY“DFW
service” and Cisco Switches for I
Networking.

VLAN Backed vSphere Networking
Security Model equal to Private |
Cloud with Custom Script
Automatism for Rule Creation I
Migration Ongoing >1000 VMs I
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NSX-T with NCP Integration for
Containers “Only” managed
through Red Hat OpenShift
Platform.

Micro segmentation Security
Model adapted for Cloud
Native Workloads

Rule Automation via Custom




Security Consumption Model

*  Group Membership criteria
defined through TAGs

« L3/L4 Security Policies

< Agnostic to the IP/Subnet

VM mobility across Sites
without losing security
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Zero Trust Security Model — <<

s [APP1]-[Prod]-[Tier] N\
For VMs/Members part of the same Security F\)T/\ %1\/\ %\T/\
Group, all traffic is permitted by default e =A =T =l
ED =3 =5
Between different environments communication \rontend '-' \Backend '.' eatabase '.'
is not permitted by default

Between different APPs communication is not
permitted by default / [APP2]-[Test]-[Tier]

= N & N (= Va
Between different tiers communication is not EM \/} E% \/) E% \/)
permitted by default T = T =5 T =5
A \Backend D =l

External communication is not permitted by \rontend -

default \X/
Explicit permit rule to allow traffic
Anything else outside NSX perimeter




Security Model via TAGs
. S S SR

|‘f DEV/TEST " | [f App \ "# eFrontend | |f Group \
. ' . \ QA ) \ Identifier | | sBackend / \  Members |
The Group membership is defined by multiple \ PROD/’ . / \\-oatabase/’ \_ hip /
security TAGs: T e T e
Membership Criteria (1)
- Environment

- App ldentifier

~ Criterion 1

- Tier
Wirtual Machine L

Security enforcement lifecycle through dynamic
membership criteria

Zero Trust is applied to all workloads VMs in case TestVM_IN_( @ "=
missing TAGs
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Communication outside NSX

ﬁvate Cloud
NSX Security Groups Zones
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Environment Automation
O

O Request for New VM Tags Assignment
Q Separation of Q Application and
new VM . . .
Security Group creation with

Firewall Application (APP ID) : St
Administrator Oowner CM P Membership criteria for

Request for Intra- TEST/QA/PRODUCTION

Tier (vVRA, vRO)
communication or Create dedicated DFW Section

external permit per Application
DFW rules

Creation Any-Any Intra Group

DFW Rule with service set to

ANY and populate the APPLY-
TO Field

DFW Rule creation
Creation of IP based Groups for external communication

Name I Sources Destinations Services Context Profiles Applied Te Action
v J zz o) Applied To  DFW
|:| SG Intra Any 17443 SG-ZZZPFE SG-ZZZ-P-FE Any Mone SG-ZZZ-P-FE Allow -
|:| 55 to 56 7444 SG-ZZZ-PFE 5G-777-P-BE {LHTTPS Mone SG-222-P-FE Allow -
== SG-ZZZ-P-BE
|:| 565 to Ext 317445 SG-ZZZ-PFE n-192.168.0.0/24 S5H MNone SG-222-P-FE Allow
|:| Ext to 556 7446 n-192.168.0.0/24 8G-Z7Z-P-FE L HTTPS Mone SG-ZZ22-P-FE Allow -

usercon



Important Security Design consideration

Leverage ALWAYS the Apply-TO field to minimize DFW resource consumption
- Limits rules per vnic

- Limits rules per Host

Monitoring NSX manager Dashboard for Distributed Firewall relevant object
- Distributed Firewall Rules

- Distributed Firewall Section

- Groups

- Groups Based on IP-Addresses

VRNI and Syslog for Monitoring, Troubleshooting and cleanup

- No hit rules

- Masked rules

- Flows monitoring




NSX Future Implementations

Enhance the Security Posture and NSX Services for all the NSX environments with:
DFW with Context Profiles (L7 App)
laaS / DFW as a Code

Advance Threat Prevention (Distributed IDS/IPS, Distributed Malware Prevention, NDR, NSX Intelligence)

Advanced LB




Q/A
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