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Agenda Context, motivations and strategies of the cyber attacks
Let's analyze a typical cyber attack
Defense in depth with VMware Security

Modernize SOC with VMware XDR
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Context, motivations and
strategies of the cyber
attacks



What keeps CISOs up at night ?
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What keeps CISOs up at night ?

b=

: Maliciousmare the No.1 threat
keeping security leaders up at night.
Even security leaders who are well
equipped to handle cybersecurity risk
are highly anxious.”

Source: Cybersecurityventures
Source: Clusit Report H1 2021
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Cybercrime will
cost the world
about $10.5 trillion
a year by 2025.%

6% GDP for
Cybercrime*

Italy: 180% cyber

attacks increase

compared to the
same period
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A New Ransomware
attack in 2021 (in 2015
every 2 minutes)

Cybersecurity Ventures

59%

Of All Attacks Involve
Double Extortion

IBM X-Force Threat Intelligence Index (March 2021)

$6 trillion

It will cost companies
around the world to fix
breaches in 2021

Cybersecurity Ventures

77%

Use RDP with either valid
accounts or brute-forced
credentials to move laterally
within networks

2020 VMware Threat Landscape Report (May 2021)

Cybersecurity Ventures (2022)

Ransomware Damages
$265 bilion expected by 2031
$20 bilion 2021

$11.5 billion 2019
$325 million 2015

Cybersecurity Ventures (2022) 2015 |

2021. 57X
more than



https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/

Cyber Threat Landscape

Actors and Motivations

Motivated, for
the most part,
by financial
gain
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Cyber Hactivism Cyber
: and Cyber
Espionage T : Warfare
errorism
Motivated by stealing Intimidation/ The use
trade secrets, . .
intellectual property, pOliItCijCe;)llci’iII(i:gailc’)us of Cyber
and confidential ’ ’ ;
government or patriotic attacks against
information. reasons an eﬂemy State

These motivations are not mutually exclusive




J a n u a ry ) M ay 2 022 Tschechisches Fernsehen kampft mit Cyber-Attacken wegen
https://konbriefing.com/index-en.html Olympiaiibertragen

ENERGIEVERSORGUNG (© 11.02.2022

& = : 5 . . AHNLICHE ARTIKEL
Das offentlich-rechtliche Tschechische Fernsehen (CT) hat seit

cybe ra ngriff Iegt O i Ita n ki ng-Ta n kl age r Freitagmorgen mit einem weiteren Cyberangriff zu kampfen. Er legte Aufsichtsbehérde warnt vor

. . & . X Cyberangriffen auf
die Webseiten des Sportkanals lahm, wahrend dort das Eishockeyspiel tschechische

d e utSCh Ia ndweit vo I Isté n d i o I a h wm Tschechien-Schweiz bei den Olympischen Winterspielen in Peking Krankenhduser

Hackerangriffe auf

“ ibertragen wurde. Die Sendung musste auf eine Notseite verlagert
Ta n kwage n_Be I ad u ng a uB( Effect Of cyber attaCk or werden. Dariiber informierte der Sender auf Twitter. B tschechische Webseiten
. ”
Zwei Tochterunternehmen des Hamburgel GOId Bond WIll laSt for weeksl

Marquard & Bahls sind Opfer von Hackern rorz wiamali si
Mittelstandische Tankstellen, aber auch Konz warns expert S;Zizgﬁgsf eeg(():yZOZau als e do

Przez Redakcja 11 lutego 2022 - 90
Cyberattacke aut Entsorger In MV,

sind betroffen. The group which operates terminals as well as a robotic
logistics center in the port of Ashdod announced the
shutdown of most of its computer systems following a cyber
r S 1 . .
r - u Z \_‘," jport dlq not mention a cyber
; operations

Hacker greifen Otto Dorner an und
fordern Losegeld

Von Marco Dittmer | 15.02.2022, 15:43 Uhr

Wisag war Ziel eines Cyber-Angriffs

Der Bodenverkehrsdienstleister Wisag war in der vergangenen Woche Ziel

Rin ‘r.-ﬂm

eines Hacker-Angriffs. Zu groen Storungen in den Betriebsablaufen soll es
nicht gekommen sein, weil Backup-System hochgefahren wurden. Dennoch

Cyber-attack disrupts Slovenia’s top TV station

arbeitet man bis jetzt an der Entstorung.

A cyber-attack has disrupted the operations of Pop TV, Slovenia’s most popular TV channel, in an incident

on 500,000 people

this week believed to be an extortion attempt.

000

The attack, which took place on Tuesday, impacted Pop TV's computer network and prevented the
company from showing any computer graphics for the evening edition of 24UR, the station’s daily news

A sophisticated cyber security attack against computer show
servers hosting information held by the International
Committee of the Red Cross (ICRC) was detected this

week.
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Cybersecurity is an unfair battle
We’'re spending more, but are we better protected?

More are increasing cyber budgets than decreasing them in 2021 Spend INg on cybe rsecurity wo rldwide from 2017 to 2020 Expecte_d spending B | Shhaa s ve—
2% (in billion U.S. dollars) change in next
1% Decrease by more than 20% 12 months by product
Don't know/unsure Large Small and medium- Overall
Cannot determine at this time ’ Decrease by 11-20% . enterprises’ size businesses?

|
than 10% ¢ %"@

Network security

I ed by - -
ncreased by more o Endpoint security

) 6-10% 40

Identity and access management

management

e
E
— Decrease by 2 5 Messaging security
Increased by _ 5% or less %
6-10% :
= Managed security services
'— Unchanged S Security and vulnerability

B Net: Decrease 26% Web security

B Net: Increase 55%
Increased by
5% or less

Data protection

Governance, risk, and compliance/
integrated risk management

2017 2018 2019 2020* 2020**

https://www.forbes.com/sites/louiscolumbus/2020/12/15/the-best-cybersecurity-predictions-for-2021-
roundup/?sh=5aef426f5e8¢

PwC, Global Digital Trust Insights 2021, October 5, 2020. https://digitalguardian.com/blog/what-does-data-breach-cost-2020

o https://www.capita.com/sites/g/files/nginej146/files/2020-08 /Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
mwa re Confidential | ©2022 VM hglies: Jiferww.statista.com/statistics/991304/worldwide-cybersecurity-spending/
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https://www.forbes.com/sites/louiscolumbus/2020/12/15/the-best-cybersecurity-predictions-for-2021-roundup/?sh=5aef426f5e8c
https://digitalguardian.com/blog/what-does-data-breach-cost-2020
https://www.capita.com/sites/g/files/nginej146/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
https://www.statista.com/statistics/991304/worldwide-cybersecurity-spending/

Let's analyze a typical cyber
attack



MITRE ATT&CK Matrix

Tactics and Technigues

B Tactics € Techniques

MITRE Tactics is the outcome the attacker MITRE Technigues are a series of steps used
wants to achieve to achieve one or more of the 12 identified
. . tactics.
An attacker tactic might be to collect personal
identifiable information. There are techniques an attacker can carry
. .. out to achieve the collection of personal
There are currently 12 tactics identified any identifiable information.

attacker might want to achieve.
There are currently 314 techniques identified

that help achieve the 12 tactics.

mwa re® Confidential | ©2022 VMware, Inc. n
e



Tactics of the Attacker

| | | |

ATI&CK' | ATT&CK' 1 ATT&CK ATT&CK | ATT&CK'
| | | | -
| | | |

L | | |
| | | |

| | | | i |

| ! NORE R

o[ =» [¥] =» » i oW e+

Endpoint under attack Movement within Extorsion with data exfiltration Data encryption and ransom request

network resources

User receives an external email Users opens the file and in The attacker tries to move The attacker performs extorsion by exfiltrating Automatically a portion of file system on many

confidential files and publishing them on dark web in
order to monetize

with a link, he clicks and gets
redirected to a (malicious)

background it infects the PC.
By creating a channel to C&C

laterally using a combination
of legitimate and not

workloads get encrypted and ransom (payment in
Bitcoin mainly) is requested to decrypt files
the attacker obtains access to
the system

website where a file is
automatically downloaded

legitimate vectors

mwa re® Confidential | ©2022 VMware, Inc. 12



Demo
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Defense in depth with
VMware Security




33% PHISHING'

4% business email

contained malicious
components?

1 Source: IBM X-Force Threat Intelligence Index 2021
2 Source: VMware Threat Landscape Report 2021

R R . R i




Defense in Depth with VMware

ATT&CK

Initial Access

/N>
N

.

Endpoint under attack

User receives an external email
with a link, he clicks and gets
redirected to a (malicious)
website where a file is
automatically downloaded

mwa re® Confidential | ©2022 VMware, Inc. 16



Defense in Depth with VMware

ATT&CK

Execution

»H-:

Malware execution

(O E O) ) .
Users opens the file and in
\/

background it infects the PC.

V Mwa I’e By creating a channel to C&C

the attacker obtains access to

|
|
I
|
|
I
700 |
|
I
|
|
SAS ETM the system :
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Defense in Depth with VMware

ATT&CK

Lateral Movement

Movement within

network resources

J

_______’_____________
o

(/o\) VMware |

O\/@/O Ca rbo n B Ia CkTT The attacker tries to move
laterally using a combination

V Mwa re : t of Ii/agitimgate and nott

| legitimate vectors

SASE”
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Defense in Depth with VMware

00

\

(5

K2

S

N VMware
({@) Carbon Black™
VMware
SASE™
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ATT&CK

Exfiltration

@

Extorsion with data exfiltration

The attacker performs extorsion by exfiltrating
confidential files and publishing them on dark web in
order to monetize




Defense in Depth with VMware

00

(5

\

S

K2

VMware NSX*®

/o\\
e
@ VMware NSX*®
PTIN VMware
(®) Carbon Black™
VMware
SASE"
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_____________‘_____________

ATT&CK

Impact

wm| [vm| Jvm
m o 1

Data encryption and ransom request

i

Automatically a portion of file system on many
workloads get encrypted and ransom (payment in
Bitcoin mainly) is requested to decrypt files

20




Defense in Depth with VMware

/o\\
e
®
/o\\ VMware NSX
e
@ VMware NSX*®
PTIN VMware
(®) Carbon Black™
VMware
SASE™
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9,

VMware
Carbon Black™

21




Innovations Securing the Host + Network = Win!

VMware
Carbon Black

Initial Privilege Defense Credential Lateral Command

Execution Persistence Discovery Collection Exfiltration Impact

access escalation evasion access movement and control

NSX

NSX Advanced
Threat
Protection

- JENT%

NSX Advanced
VMware Threat
Carbon Black Protection

Vmwa I’e® Confidential | ©2022 VMware, Inc. 23




% SE Labs

SE Labs Breach Response Detection Test
VMware NSX Network Detection and Response

August 2021

False Positives 0%

THREAT RESPONSE DETAILS

FIN7 &Carbanak = 8 100%
OilRig © 100%
0
APT3 ™ 100% 100%
Total Rating 100% T2 2 1000

Detection Accuracy 100% T ——

Detection scores represent the product's behaviour when encountenng networ k-specific threat techniques.

SE Labs helps advance the effectiveness of computer security through innovative, detalled and intelligence-led
testing. run with integrity. We support businesses that are researching, buying and deploying security solutions.
We are able to test a wide range of products and senvices using cutting edge testing methodalogies that lead
the security testing industry. SE Labs focusses on achieving detalled results, integrity In the testing process,

Legitimate Accuracy 100% et et ek e s rroaton

Licensed for republication by VMware, Inc

©2021SE Labs Ltd



Critical Preventions in 100% of the Cases Tested

VMware Delivers Comprehensive Endpoint & Network Visibility in Latest MITRE

Engenuity ATT&CK® Evaluation

March 31, 2022 o<

MITRE Engenuity has just released the latest round of ATT&CK® Evaluation results once again proving why VMware leads the
industry in threat prevention, detection, and response across endpoints, workloads, and networks. VMware is excited to
announce critical preventions in 100% of the cases tested, as well as robust coverage with correlated, high confidence
alerting at each and every step of the detection testing. These results were achieved with zero configuration changes,
meaning VMware's security solutions worked out of the box with no extra tuning to stop two of the most sophisticated

threats out there today.
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Best of Breed Standalone

Better Together



Broadest and Deepest Data

50K+

Threats updated daily

10M+

______________

Security compliance
violations identified

SMH oo
Change events

per day 11 B _____________

Network
flows per day
Artifacts analyzed
per day
Edge >1 M
flows per day Modeled behaviors
W“Wa re® Confidential | ©2022 VMware, Inc.

15K+

Malicious artifacts
discovered daily

""""" >99808

Events per day
Events processed per day

_____________________________

_____________________________________ Third-Party
37B Sources
------------- URLOBOTB
Of endpoint data
per day
-------------- 10K+

Network signatures and
behavior models

27
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