
Confidential │©2022 VMware, Inc.

VMware Security
La catena di sicurezza in un 
attacco hacker

Stefania Iannelli – Mattia Spagnoli

Solution Engineers – Networking & Security

25/5/2022



Confidential │©2022 VMware, Inc. 2

Agenda Context, motivations and strategies of the cyber attacks

Let's analyze a typical cyber attack

Defense in depth with VMware Security

Modernize SOC with VMware XDR
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Context, motivations and 
strategies of the cyber 
attacks
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What keeps CISOs up at night ?
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What keeps CISOs up at night ?

Source: Cybersecurityventures
Source: Clusit Report H1 2021

“ Malicious              are the No.1 threat 
keeping security leaders up at night. 
Even security leaders who are well 
equipped to handle cybersecurity risk 
are highly anxious.” 

Cybercrime will 
cost the world 

about $10.5 trillion 
a year by 2025.*

6% GDP for 
Cybercrime*

Italy: 180% cyber 
attacks increase 
compared to the 

same period 
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$6 trillion
It will cost companies 

around the world to fix 
breaches in 2021

59%
Of All Attacks Involve 

Double Extortion

11 seconds
A New Ransomware 

attack in 2021 (in 2015 
every 2 minutes)

Every

$20B 2021 

2019 

2018 

Cybersecurity Ventures (2022) 

Cybersecurity Ventures Cybersecurity Ventures
IBM X-Force Threat Intelligence Index (March 2021)

77%
Use RDP with either valid 
accounts or brute-forced 

credentials to move laterally 
within networks 

2020 VMware Threat Landscape Report (May 2021)

Ransomware Damages

$325 million 2015

$11.5 billion 2019

$20 bilion 2021

$265 bilion expected by 2031

2021: 57X 
more than  

2015 !Cybersecurity Ventures (2022) 

https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
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Cyber Threat Landscape
Actors and Motivations

Cyber Crime

Motivated, for 
the most part, 

by financial 
gain

Cyber 
Espionage

Motivated by stealing 
trade secrets, 

intellectual property, 
and confidential 

government 
information.

Hactivism 
and Cyber 
Terrorism

Intimidation/ 
ideological, 

political, religious, 
or patriotic 

reasons

Cyber 
Warfare

The use 
of cyber 

attacks against 
an enemy state

These motivations are not mutually exclusive
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https://konbriefing.com/index-en.html
January - May 2022
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Cybersecurity is an unfair battle
We’re spending more, but are we better protected?

https://www.forbes.com/sites/louiscolumbus/2020/12/15/the-best-cybersecurity-predictions-for-2021-
roundup/?sh=5aef426f5e8c

PwC, Global Digital Trust Insights 2021, October 5, 2020. https://digitalguardian.com/blog/what-does-data-breach-cost-2020

https://www.capita.com/sites/g/files/nginej146/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf

https://www.statista.com/statistics/991304/worldwide-cybersecurity-spending/

https://www.forbes.com/sites/louiscolumbus/2020/12/15/the-best-cybersecurity-predictions-for-2021-roundup/?sh=5aef426f5e8c
https://digitalguardian.com/blog/what-does-data-breach-cost-2020
https://www.capita.com/sites/g/files/nginej146/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
https://www.statista.com/statistics/991304/worldwide-cybersecurity-spending/
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Let's analyze a typical cyber 
attack
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Tactics and Techniques
MITRE ATT&CK Matrix

MITRE Tactics is the outcome the attacker 
wants to achieve

An attacker tactic might be to collect personal 
identifiable information.

There are currently 12 tactics identified any 
attacker might want to achieve.

MITRE Techniques are a series of steps used 
to achieve one or more of the 12 identified 
tactics. 

There are techniques an attacker can carry 
out to achieve the collection of personal 
identifiable information.

There are currently 314 techniques identified 
that help achieve the 12 tactics. 

Tactics Techniques
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Tactics of the Attacker

Lateral MovementExecutionInitial Access

User receives an external email 

with a link, he clicks and gets 
redirected to a (malicious) 

website where a file is 
automatically downloaded

The attacker tries to move 

laterally using a combination 
of legitimate and not 

legitimate vectors 

Users opens the file and in 

background it infects the PC. 
By creating a channel to C&C 

the attacker obtains access to 
the system

Endpoint under attack Movement within 

network resources

Malware execution Data encryption and ransom request

Impact

Automatically a portion of file system on many 

workloads get encrypted and ransom (payment in 
Bitcoin mainly)  is requested to decrypt files

Exfiltration

The attacker performs extorsion by exfiltrating 

confidential files and publishing them on dark web in 
order to monetize

Extorsion with data exfiltration
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Demo
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Defense in depth with 
VMware Security
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ATTACHMENT

OR LINK

HUMAN ERROR

DOWNLOAD

35% SCAN AND 
EXPLOIT

33% PHISHING1

4% business email 
contained malicious 
components2

1 Source: IBM X-Force Threat Intelligence Index 2021
2 Source: VMware Threat Landscape Report 2021



Confidential │©2022 VMware, Inc. 16

Defense in Depth with VMware

Lateral MovementExecutionInitial Access

User receives an external email 

with a link, he clicks and gets 
redirected to a (malicious) 

website where a file is 
automatically downloaded

The attacker tries to move 

laterally using a combination 
of legitimate and not 

legitimate vectors 

Users opens the file and in 

background it infects the PC. 
By creating a channel to C&C 

the attacker obtains access to 
the system

Endpoint under attack Movement within 

network resources

Malware execution Data encryption and ransom request

Impact

Automatically a portion of file system on many 

workloads get encrypted and ransom (payment in 
Bitcoin mainly)  is requested to decrypt files

Exfiltration

The attacker performs extorsion by exfiltrating 

confidential files and publishing them on dark web in 
order to monetize

Extortion with data exfiltration
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Defense in Depth with VMware
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Defense in Depth with VMware
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Exfiltration

The attacker performs extorsion by exfiltrating 

confidential files and publishing them on dark web in 
order to monetize

Extorsion with data exfiltration

Defense in Depth with VMware

Lateral MovementExecutionInitial Access

User receives an external email 

with a link, he clicks and gets 
redirected to a (malicious) 
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laterally using a combination 
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Users opens the file and in 
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By creating a channel to C&C 
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Bitcoin mainly)  is requested to decrypt files
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Exfiltration

The attacker performs extorsion by exfiltrating 

confidential files and publishing them on dark web in 
order to monetize

Extortion with data exfiltration

Defense in Depth with VMware

Lateral MovementExecutionInitial Access

User receives an external email 

with a link, he clicks and gets 
redirected to a (malicious) 

website where a file is 
automatically downloaded

The attacker tries to move 

laterally using a combination 
of legitimate and not 
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Users opens the file and in 

background it infects the PC. 
By creating a channel to C&C 

the attacker obtains access to 
the system
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Impact

Automatically a portion of file system on many 

workloads get encrypted and ransom (payment in 
Bitcoin mainly)  is requested to decrypt files
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Data encryption and ransom request

Impact

Automatically a portion of file system on many 

workloads get encrypted and ransom (payment in 
Bitcoin mainly)  is requested to decrypt files

Exfiltration

The attacker performs extorsion by exfiltrating 

confidential files and publishing them on dark web in 
order to monetize

Extortion with data exfiltration

Defense in Depth with VMware

Lateral MovementExecutionInitial Access

User receives an external email 

with a link, he clicks and gets 
redirected to a (malicious) 

website where a file is 
automatically downloaded

The attacker tries to move 

laterally using a combination 
of legitimate and not 

legitimate vectors 

Users opens the file and in 

background it infects the PC. 
By creating a channel to C&C 

the attacker obtains access to 
the system

Endpoint under attack Movement within 

network resources

Malware execution
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Innovations Securing the Host + Network = Win!

Initial 
access Execution Persistence Privilege 

escalation
Defense 
evasion

Credential 
access Discovery Lateral 

movement Collection Command 
and control Exfiltration Impact

+

VMware    
Carbon Black

VMware   
Carbon Black

NSX Advanced 
Threat 

Protection

NSX Advanced 
Threat 

Protection
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NSX: Industry’s First Network Detection and Response Test
Performed by SE Labs based on MITRE

Detected all network threats and payloads across 4 APT groups
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Critical Preventions in 100% of the Cases Tested
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Network Sandbox

Per Hop Distributed IDS/IPS

Network Segmentation & Micro-segmentation

Multi-hop Network Traffic Analysis (NTA)

Network Detection and Response (NDR)

East-West 
Security

Endpoint and 
Workload Protection

Carbon Black 
Cloud

Carbon Black 
Workload

Best of Breed Standalone

Better Together



Confidential │©2022 VMware, Inc. 27

Cloud

Identity

Email

Other

290B
Events processed per day

37B
URLs classified

ZSCALER

Broadest and Deepest Data

11B
Network 

flows per day

26M
Artifacts analyzed 

per day

500B 
Events per day

15K+
Malicious artifacts 
discovered daily

3M+
Change events 

per day

200TB
Of endpoint data

per day

50K+
Threats updated daily10M+

Security compliance 
violations identified

10B
Edge 

flows per day

10K+
Network signatures and 

behavior models
>1 M

Modeled behaviors

Third-Party
Sources
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